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Abstract

In this paper, we first propose two simple lattice-based station to station
(STS) protocols on small integer solution (SIS). The basic lattice-based
STS on SIS utilizes signature to provide resisting key compromise
impersonation and perfect secrecy as well as preventing unknown key-
share attacks with encryption. The modified lattice-based STS provides
implicit key confirmation. We analyze their securities under the DBi-ISIS
assumption and indicate that they enjoy better efficient implementations

and great simplicity in addition to resisting quantum attack.
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1. Introduction

Diffie-Hellman key exchange (DH-KE) protocol was only secure against a
passive adversary and subjected to many attacks, e.g., man-in-the-middle attack,
active attack, et al. To meet this case, one variant of DH-KE was authenticated key
exchange (AKE) [1] which guaranteed that nobody can establish the shared session

except for the participants involved in AKE.

Now, we step into the era of quantum computer. Most of the AKEs are broken
by quantum computers because quantum computers can solve almost all traditional
mathematical problems which AKEs depended on. Thus, it is necessary to find
mathematical problems which cannot be solved by quantum computers and can be
used to design cryptographic systems. Recently, lattice as a technique to resist
quantum attack has attracted much attention to establish cryptographic primitives.
Lattice problem includes two big basic average-case hard problems: the learning with
error problem (LWE) [2, 6, 7] and the small integer solution problem (SIS) [4] which
guarantees worst-case harness for cryptosystems to resist quantum attack. Regev et
al. first proposed the LWE problem [2, 7] and demonstrated that solving the average-
case LWE problem was at least as hard as solving quantum some worst-case hard
lattice problem. In 2008, Gentry et al. [4] first defined the general Inhomogeneous
Small Solution (ISIS) problem and showed that solving the average-case ISIS
problem was at least as hard as to quantumly solve the worst-case hard
approximation SIVP problems. As a direction application, there exists several public

key cryptosystems [4, 16] based on the SIS problem.

Recently, a number of lattice-based public key cryptosystems [2, 4, 5, 12-16]
appeared. However, until 2012, Ding et al. [8] first proposed a key exchange protocol
whose security solely relied on the hardness of the LWE problem. In 2013, Li et al.
proposed first two KEs [11] based on the new variant of LWE and SIS problem. In
2014, Wang et al. first proposed Bilateral Inhomogeneous Small Integer Solution
(Bi-ISIS) problem [9] and a KE relied on the Bi-ISIS problem. These lattice-based
KEs [8, 11, 9] showed that cryptography have made a big step on the relation
between lattice and KE. Thus, it makes perfect sense to design AKE based on lattice.

There are several papers focusing on designing AKEs from lattices [17-21]. In 2009,
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Katz et al. [17] proposed the first password-based AKE based on the LWE problem.
In 2014, Zhang et al. [10] proposed an AKE protocol based on the Ring Learning
With Errors (Ring-LWE) [10]. Zhang’s AKE relied directly and solely on the
hardness of Ring-LWE and was simple without using other cryptographic primitives,
e.g., signature/MAC et al. to reduce additional overhead including computing and

space storage.

Motivated by [8-11] and [17-21] as mentioned above, we try to build lattice-
based AKESs. Especially, based on Wang’s work [9], we first propose two simple
lattice-based station-to-station (STS) AKEs which solely rely on the SIS problem.
The basic lattice-based STS on SIS utilizes signatures to provide resisting key
compromise impersonation [1], perfect secrecy [1] and avoid unknown key-share
attacks [22] with encryption. To modify the basic lattice-based STS to get another
lattice-based STS which provides implicit key confirmation. Since the main
calculation operation of the two lattice-based STS are only usual matrix-vector
multiplication (not exponential operation) that they enjoy small calculation, better

efficient implementations and great simplicity.
2. Preliminaries

Notations. Assume that n is the main security parameter in this paper. Bold

lower-case letters denote vectors in the column form, e.g., x. Bold capital letters

denote matrices, e.g., A and the transposition of A is A’. The Euclidean (I,) norm
for vectors, denoted by || x |, = 1[21, x?, is used. That choosing elements from the
set X uniformly at random are denoted by x;, ---, x;, < X.
2.1. Hard random integer lattice

The definition of lattice can be seen in [2, 7].
2.2. The ISIS/SIS problem and Bi-ISIS/Bi-SIS problem

One of the average-case problems on lattice is the SIS (ISIS) problem [4]. The
parameters of Bi-SIS (Bi-ISIS) problem [9] are the same as that of SIS (ISIS)

problem.
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Definition 1.1 (ISIS, ,, ) [4]. Given an integer ¢, a random matrix

Ae Z™™, a random vector ue Z", a real B, find a nonzero integer vector
ze Z™, st, Az=umodq and | z|, <B. If u=0modg, then the ISIS, ,, g

problem is the SIS problem.

q.m,pB

Definition 1.2 (Bi-ISIS) [9]. Given a prime ¢, a matrix A € Z"™ chosen

randomly with rank (A) = n, two vectors u;, u, € ZZ’ and a real B, the goal is to

find nonzero integer vectors x, y € Z™ \ {0} such that

{Ax =u; modg, | x| <B,

y'A=u5modg,|y|<B

If uy=0modgq, uh=0modg, then Bi-ISIS is the Bi-SIS. Bi- SISq,m,B/
Bi-ISIS, ,, p denotes the probability ensembles over Bi - SIS /Bi - ISIS instance.

Lemma 1.3 and Proposition 1.4 gave the hardness of Bi- SIS and

q.m,B

Bi- ISIS, , p-

Lemma 1.3 [9]. The problems Bi - SISq,m,B /Bi - ISISq,m,B are as hard as the

problems SIS, ,, g / ISIS respectively.

q.m,p>

Proposition 1.4 [9]. Given any poly-bounded m, = poly(n), ¢ =>p-®
(Jnlogn), the Bi - SISy m,p and ISIS, ,, g problems in average case are as hard
as approximating the problem SIV Py and GapSVP, in the worst case within certain

=5 0(n).

Definition 1.5 (Bi - ISIS*) [9]. Let n, m, g and B be the parameters as that of
ISIS problem. Set A € ZZI"X'" with rank (A) = n, e, is linearly independent with

column vectors of A, e, is linearly independent with row vectors of A. For vectors
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bye{Az+e :ze Z", 5 -z =0modq},
bhe{z'A+el:ze 7™, 7' -, =0 mod g},

the goal is to find vectors x, y € Z™, s.t.,

{Ax+e1 =b modg, | x| <B,

y'A+eh=by modg,|y|<p.

If e, e; are unknown, Bi - ISIS* may be harder than Bi - ISIS problem. CBi-
ISIS / DBi-ISIS problem can be reduced to Bi - ISIS* problem [9].

Definition 1.6 [9]. Given security parameters n, ¢, m, B, a random matrix

A€ Zg" with rank (A)=n. Set D={ze Z" :|z], <B}, Vx,ye D, there

exists two vectors sets U = {ul, EE /2 }, which is linearly independent with the
column vectors of A, and V = {vl, e, vn} which is linearly independent with the
row vectors of A, s.t., Vie {l,---, n}, y' - u; = 0mod g, vf -x = 0mod q. Assume

A*x:Ax+Zul~ mod g, y' « A = ytA+vamodq,
i€S ieS’

where S and S are two random subsets of {1, ---, n}.

CBi-ISIS problem. Given (A, A = x, yt * A), where x, y e D, the goal is to

compute y’Ax.

DBi-ISIS problem. Given (A, A= x, y' * A, y'Ax), the goal is to distinguish
(A, Asx, y' %A y'Ax) and (A, Axx, y' A, z), where x, ye D and z € Z,
are chosen uniformly at random.

Let n, m = poly(n), g = q(n) be integers and B = poly(n) be a real, s.t.,

q2PB-ay(nlogn). Set D ={ze Z" :||z|, < B}, random matrix A e Z;™" with
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rank (A) = n. For any probabilistic polynomial time (PPT) adversary A,
1.if
PrlA(A, B, Axx, y' % A) = y'Ax : x, y < D] < negl(n)
holds, then call it CBi-ISIS assumption;
2.if
PrlA(A, B, Axx, y' %+ A, y'Ax)=1:x, y <5 D]

~Pr[A(A, B, Asx, ¥y A, z)=1:x,y <p D] < negl(n)

holds, then call it DBi-ISIS assumption, where the probabilities are all taken over the

random choice of x, y <—p D and the random bits used by A.
2.3. Select parameters

Here the parameters are chosen the same as that in [9]: a prime g = O(n2 )
m=0(nlogn), B=~vm, g/o([nlogn)>Pp=~m and m >2nlogn, e.g., for

the typical parameters g = 2% + I, m =2nloggq, and B = m =2 nlogn.
3. Lattice-based STS Protocols on SIS

Based on Wang’s work [9], we first propose lattice-based STS AKE protocols
on SIS problem. The basic lattice-based STS is the combination of lattiec-based KE

[9] and a secure interactive identification scheme, in which s4, sp act as random

challenges. The signatures on random challenges provides mutual authentication.

3.1. The basic lattice-based STS

First, the system selects a public matrix A <p Z;nxm and a real 3. Assume that

two participants, Alice and Bob, run the protocol honestly.

1. Assume that Alice selects a secret key vector s, < Z", s.t., ||s4] < B and
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generates V = {vf, e, vfl} which are linearly independent with rows vectors of A
such that <v;, s4 >0modgq. Alice keeps s,  secret, computes

ps = Axs, modg, sends (cert(Alice), p, ) to Bob and makes V public.

2. Bob selects a secret vector sp < Z", s.t., |sg]| <P, generates U =

{uf, e un} which are linearly independent with column vectors of A, such that

<u;, sg >=0mod g, computes
K =sk - pymodq, pgp = sk« Amodg,

tp = sigp(ppllpa). cp = encg(1p)

and sends (cert(Bob), pg, cg) to Alice.

3. Alice computes K = pp - s4, mod g, decrypts cp with K to get ¢p. Then she
utilizes verg to verify tg. If tp is invalid, Alice refuses it and stops; otherwise, she

accepts it and computes
ta = s5igs(palpp). ca =encg(ty)
sends c4 to Bob.

4. Bob utilizes K to decrypt ¢, to get t4. If 4 is invalid, he refuses it and

stops; otherwise, he accepts it.

The basic lattice-based STS achieves forward secrecy [22] since the shared
secret K = s Asp mod g is the ephemeral key. Signatures guarantee resisting key

compromise impersonation [22] (since the adversary cannot know privates key of

sig 4, sigp ), thus revealing long-term key p4 or pp does nothing for an adversary

to forge a signature (not sig 4, sigg ).

Encryption is necessary to prevent unknown key-share attacks [22]. Assume that

there is no encryption involved in signatures. Since p,, pp are public keys and

anyone can sign them with their own private signature keys. For an example, one
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adversary Eve can replace t4 = sig(palpp) with g = sigg(pa|pp) because

Eve knows p,, pg. As a result, Alice and Bob complete the basic lattice-based
STS. However, Bob ensures that he shares K = szAsg mod g with Eve, but Alice

believes that she shares K = sl Asg mod ¢ with Bob. (If Alice and Bob exchange
Pa> Pp using their own certificates, Eve can still replace Alice’s certificate with

Eve’s certificate). Although Eve can operate the attack, he can not know
K = sl Asg mod g. Therefore, without encryption involved with exchanged key
K = spAsg mod g, our basic lattice-based STS suffers from unknown key-share
attacks.

If add Alice’s (Bob’s) identity ID (Alice) (ID (Bob)) to Bob’s (Alice’s) signature
sig p(sig 4 ), unknown key-share attacks can be avoided. Such protocol can achieve

stronger entity authentication because ID (Alice) and ID (Bob) which are involved in
signatures guarantee parties’ explicit indication. Obviously, it is not necessary for
encryption involved in the protocol. Thus we get a modified lattice-based STS shown

in Section 4.1.
4. A Modified Lattice-Based STS (ML-STS)

This is an AKE with certificate that is signatured by a Trust Authoritie (TA).

Every user has a certificate, e.g., Cert(Alice) = (ID(Alice), very, sigra
(Alice, very )), where ver, is Alice’s verification algorithm and her signature
algorithm is denoted by sig,; ID(Alice) denotes Alice’s identification; sigyy is

TA’s signature algorithm.

4.1. ML-STS Protocol

First, the system selects a public matrix A <4 Z;nxm and a real 3. Assume that

two participants, Alice and Bob, run the protocol honestly.

1. Assume that Alice selects a secret key vector s < Z™, s.t., [s4] < B and
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generates V = {vf, e, vﬁl} which are linearly independent with rows vectors of A
such that <v;, s4 >=0mod g. Alice keeps s, secret and makes V public. She

computes py = A *s4 mod g and sends (Cert(Alice), p4 ) to Bob.

2. Bob selects a secret vector sp «—p Z", s.t., ||sg| <P, generates U =
{uf, e un} which are linearly independent with column vectors of A, such that
<u;, sg >=0mod g, computes

pp =spxAmodgq, K = sk - p, mod g,

tp = sigg(ID(Alice)|pp|pa)
and sends (Cert(Bob), pg, tg) to Alice.

3. Alice utilizes verg to verify tg. If tp is invalid, Alice refuses and stops;

otherwise, she accepts it and computes
K = pp-symodgq, ty = sigs(ID(Bob), pa, pg)
sends 74 to Bob.

4. Bob utilizes ver, to verify r4. If t, is invalid, he refuses and stops;
otherwise, he accepts it.
4.2. Security analysis

ML-STS protocol can resist active attacks and passive attacks because signatures

are involved in this protocol.

Theorem 4.2.1. Our ML-STS protocol is secure against one passive adversary
and one active adversary under the DBi-ISIS assumption.

Proof. Assume that the adversary, Eve, intercepts p4 and replaces it with p/y.
Then Eve gets pp and ip = sigp(ID(Alice)|pg|ps) and wants to replace pp

with p%, which implies that Eve must also replace sigg(ID(Alice)|pg|px) with
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tp = sigg(ID(Alice)|pg|pa). Unfortunately, Eve does not know Bob’ sigp so
that he could not calculate the signature on ID(Alice)| pg||p4. Similarly, Eve does
not know Alice’s sig, so that he can not replace sig  (ID(Bob)|pa|pp) with
sig A, (ID(Bob)| p4||pg ). In summary, the signature can prevent man-in the-middle

attack.

If one adversary is passive, the session will stop when Alice and Bob accept each
other. Namely, the two parties successfully recognize each other and compute the
session key K. Under the hardness of DBi-ISIS problem, one active adversary can get
no information on key K. In short, an active adversary is detected and a passive

adversary does nothing under the hardness of DBi-ISIS problem.

Theorem 4.2.2. ML-STS protocol achieves implicit key authentication under the
hardness of DBi-1SIS problem.

Proof. Assume that Alice has accepted the protocol and the adversary is passive.
Since ML-STS protocol is securely interactive, Alice can ensure that she really
communicates with her intended participant: Bob. If Bob and Alice execute the
protocol honestly, Alice can ensure that Bob computes a key K and no one can work

out K except for Bob.

Why Alice thought that Bob can work out K? Because Alice receives Bob’s

signature on p, and pp, thus Alice can infer that Bob knows p,, pg. Assume
that Bob executes honestly, then Alice can deduce that Bob knows sg. Thus if Bob

knows p,, sg, then he can calculate K.

Similarly, if Bob has already accepted it, then Bob can ensure that he
communicates with his intended party: Alice, who can work out K and no one can
work out K except for Alice. When Bob accepts it, he can ensure that honest Alice
has already accepted it. But when Alice accepts it, she does not know whether honest
Bob would accept it subsequently since Alice does not know whether Bob has

received information from the last step of the session.

In short, Alice and Bob cannot confirm whether the other party has worked out

the session key K.
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5. Conclusion

In this paper, we first propose two simple lattice-based STS protocols which

solely rely on the DBi-ISIS problem. The basic lattice-based STS utilizes signatures

to achieve resistance to key compromise impersonation, perfect secrecy and prevent

unknown key-share attacks with encryption. But the basic lattice-based STS cannot

enjoy mutual key identification. ML-STS with signatures provides implicit key

confirmation. Since all the calculation operations of the two lattice-based STS only

depend on usual matrix-vector multiplication that they capture small calculation,

better efficient implementations and great simplicity.
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